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How to View the Audit Logs in CUCM



Our
Agenda

Overview of Audit logs
Enabling Collection of Audit Logs
Viewing the Audit Logs
• View the logs using RTMT

Enabling Detailed Audit Logs
Downloading Audit Logs
• View the logs using Notepad or Excel

Sending Logs to a Remote Server
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Types of Audit Logs
System audit logs
• Records changes to OS users, files or directories
• Disabled by default
• Enabled with the CLI command “utils auditd”

Database audit logs
• Records changes to the Informix Database
• Disabled by default
• Enabled on the Serviceability page in CUCM

Application audit logs
• Records any configuration changes made by a user
• Enabled by default
• Configured on the Serviceability page in CUCM
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Can be enabled for Communications Manager, Presence and 
Unity Connection servers

Application Audit Logs

• Records all changes saved in the GUI
• Records all commands entered in CLI
• Records all changes saved in the end user Self Care Portal
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Enabling Collection of Audit Logs
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Enabling Collection of Audit Logs
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Enabling Collection of Audit Logs (Cont.)
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Viewing the Audit Logs
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The Real Time Monitoring Tool is a stand-alone program that 
can monitor server performance and device status in real time 

Logs are Viewed Using RTMT

Can be used with Communications Manager, Presence and 
Unity Connection servers

CUCM

CUCxn

IM&P
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From CUCM Administration select Application > Plugins 

Download RTMT
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User must be defined in CUCM

Set Up a User To Log In To RTMT

User must be part of the “Standard CCM Super Users” and 
“Standard Audit Users” groups
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Connecting To RTMT
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RTMT System Summary
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Viewing Audit Logs

Older changes

Latest changes

Scroll right to see details

Under the Tools menu select Audit Log Viewer
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Viewing Audit Logs (Cont.)
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Enabling Detailed Audit Logs
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Detailed audit logs include not just what items were changed, but 
also what the modified value is

Enabling Detailed Audit Logs
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Viewing Detailed Audit Logs
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Downloading Audit Logs
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Downloading Audit Logs
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Opening Audit Logs

https://www.skyline-ats.com/


www.skyline-ats.com

Opening Audit Logs (Cont.)
Open downloaded file in Excel
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Opening Audit Logs (Cont.)
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Sending Logs to a Remote Server
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Sending Logs to a Remote Server
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Summary
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Overview of Audit logs
Enabling Collection of Audit Logs
Viewing the Audit Logs
Enabling Detailed Audit Logs
Downloading Audit Logs
Sending Logs to a Remote Server

https://www.skyline-ats.com/


Questions
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If you have any additional questions, or would like to learn 
more about our Athena program, please email…

pka@skyline-ats.com 

Thank you for attending.
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